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REQuest and AUTHorization (includes payment) 



o 



CO 



GO 

H 

00 



o 



03 



o 



03 



S3 

CO 

O 

U 



+ + 



e 

o 



«3 
O 



col 



9 .S3 y 

on 

03 
3 

a 



CO 

"C 
o 

E 

5 



E CO 
O co 
CO 5 

o ^ 
•5 "2 



S 
a 



3 S ° 

5 2 ~ S 



X3 o 



CO 
N 

•c 

o 



i 

B cP ° 

, £ < § 



CO 03 

CO o 

s « 

CO J 

O 03 03 

o cr^ 

cS * eg 

5 « 5 

O r-; CO 

H S3 fa 

^ ^ 03 



U 
CO 

o 



S2 03 

55 



s 

.3 
o 

H 



CO Q 

O to 

1 1 

<D CO 

S E 

3.1 



ft 8 
c - 

(D co 



03 



as 

03 
> 

2 

03 
S3 

03 03 
8 O 



CO 

6 

s 
1 

G 

o 

a 



t2 

03 y 

03 G 

*o 03 

CO 2 



03 



1 8 

I '5 5 



"Si 

il 

s s 

■s s 

S 3 



03 § 

o .§ 

ft 03 

11 



S co 
T~ O 03 



> 

CO 



fen 



c 

o 

CO 

03 

03 
T3 



8 

C3 |* 

CO .03 

CO £ 

C co 

2 s 
cu o 

co o 

d co 

o XJ 

3 03 

I e 



^ -5 *H 

03 .tS 

^ ^ S 1 

03 cO 

co c a 

■ Im 03 M 

03 ^ CO 

03 

&0 (u 



^2 

co 55 

I CO 



C 

c 

03 

p 

is 



03 CO 

a h 

o co 

Cu co 

CO -T3 



03 



03 

2^ 



co > 55 03 o 

fe p -e co 



03 
s— • 

co 
o 

d 

03 

03 O 

X ' 

CO 

O P 



CO 

a 

O 
C3 



CO o 

*5 « +j 



CO 

15 co 
83 S 



CO CO 

C 

o c 

50 

w x; 

03 O 

D.CO £ 

C CO i 



03 

CO 

C 
O 



s 

03 
C 
03 

a ^ 
2 § 

GO H 

H ^ 



03 

CO 

C 
O 

a, 

CO 
03 

CO 

H 

CO 
03 



co 
03 

S3 
> 

03 



CO 

C 



Token Creation and AUTHorization 



3> 



o 



00 

H 

00 



o 



o 

CD 



O 

i— i 

u 

CD 

§ 

co 

a 
o 

U 



+ 



e s 

.2 .2 

.S3 -S 

o o 

H H 

P P 



E co 

t8 o 

e & 

O co 

0 T3 

N £ 

o 

43 *g 

2 § 

1 ^ 

43 2 

t-t CO 

« g 



c 
.2 
cS 
.H 
o 

a 

H 

P 
«3 



s 

CO 

8 

o 
o 

C 

ca 



.2 
o 

E 



8 

'C 
o 

i 



Q co 

11 

S CO 

1 1 

o o 



II 



43 ft 



ai 

S ca 

s s 
«s s 

■g g 

CO o 



CD O 

CD S 

ft <D 

2 £ 



00 



e 



II 



a 
o 

CO 
<D 

•a 

"a 

-a 



o 

CO G 

"2 § 

C co 

2 c 

a, o 

co u 
CD 

1 § 

2 s 

8 03 

O 43 

« e 



CO 

8 

.2 

o 



O <U 

« * 13 

CD t-* CD 

O CD > 

*g 8 o 

C CD C 

* "3 

co C 
-§ 

CD S 

CO « co 

<» § £ 

' co Cm 



8 

CD 

8 

cU 
04) 

8 ^ 

W cy 

u « 



8 H 

o CO 
co 

co 

a 1 

CO > 



CD 



a 

CD 



CD 

s 

co 

8 J3 

o *5 



<D 

i 



CD 
43 



co CD 
8 O 

CD « 

CO 

CO 

O g 



CO 

H 

CO 



<u 2 

^— CO CO 

O 8 4- 

O 8 

co co 

§ 2 a 

8 co 1 



H o 



8 

O 
CU 

H 



8 

& 

cu 
&£ 
t3 

cu 

O 
8 

U 



CO 

C 

O 
CU 

co 

a 

CO 

<*> c 

«^ 

CO >- 
CD (U 

e8 o 



> 



CD <U 

S £ 
o o 



Token Creation and AUTHorization 
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Single step REQuest, AUTHorization and Token Creation 1 
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Service Token Verification and Consumption 
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Single step REQuest, AUTHorization and Token Creation 
(for token certificate verification by STS) 
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Token Creation 
(for token certificate verification by STS) 
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Single step REQuest, AUTHorization and Token Creation' 
(for token certificate verification by STS) 
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Service Token Consumption (Verification by STS) 
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Service Token Consumption (Verification by Merchant only) 
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Pre-purchasing phase 
example 600 



U P T D 

I can find the following merchants: 
Sam's Restaurant 
Jeff Books 
Movie Park 



Discover UPTF merchants 602 



102 







Connect to a UPTF merchant 604 


^Welcome to Sam's Restaurant ^\ *® 
Menu 

View vour Order 
Pav vour Bill 


i 



Interaction with a UPTF merchant 606 



Figure 51 



Physical Goods 
Purchase I, example 610 



Sam's Restaurant 

Select which table you want to 
pay for 

12345678 



Sam's Restaurant 

Your bill for table 3 is $34.58 
When you are ready to pay, 
PRESS the PAY button on 
your device 



UPTD > 
If you want to pay $34.58 
to Sam's Restaurant 
on Mon, Sept 1, 2003, 6:54 PM 
enter PIN and select Continue 

12 3 4 
Continue Cancel 



Purchase Order Acquisition 612 



REQuest614 



UPTD 

Select one of your accounts to 
authorize the payment 

AllFirst Visa 

Discover 

Bank of America bankcard 
Cancel 



AUTHorization 616 



Figure 52 



Physical Goods Purchase I, 
example, variation 620 




Sam's Restaurant 

Select which table you want to 
pay for 



12345678 



Sam's Restaurant 

Your bill for table 3 is $34.58 
len you are ready to pay, 
the PAY button on 
ice 



UPTD 

If you want to pay $34.58 
to Sam's Restaurant 
on Mon, Sept. 1, 2003, 6:54 PM 
enter PIN and select account 



\NextPage 



Purchase Order 
Acquisition 622 




REQuest & 
AUTHorization 624 



UPTD 
PIN ^ 12 3 4 
Account -> 

AllFirst Visa 
Discover 

Bank of America bankcard 
Cancel 



OR 



UPTD 
PIN ^ 12 3 4 
Account -> 

AllFirst Visa^ 



Bank of America bankcard 
Continue Cancel 



Figure 53 



Physical Goods Purchase II, example 630 



Purchase Order Acquisition 632 



KWIK-Mart 

Your total is $13.65 

When you are ready to pay, 
PRESS the PAY button on 
your device 



102 



UPTD > 
If you want to pay $13.65 
to KWIK Mart 

on Mon, Sept. 8, 2003, 3:54 PM 
enter PIN and select Continue 

12 3 4 
Continue Cancel , 



REQuest 634 



UPTD 

Select one of your accounts to 
authorize the payment 

AllFirstVisa 

Discover 

Bank of America bankcard 
Cancel 



AUTHorization 636 



Figure 54 



Service Purchase I 
example 638 



Park Movie Theater 

Movie i§F£te*» 



Star Wars , 
How many? 1„ Go 



Park Movie Theater 

Your total is $12.00 
When you are ready to pay, 
PRESS the PAY button on 
your device 



UPTD > 
If you want to pay $12.00 
to Park Movie Theater 
on Mon, Sept. 1, 2003, 6:04 PM 
enter PIN and select Continue 

12 3 4 
Continue Cancel 



Purchase Order Acquisition 640 



REQuest 642 



UPTD 

Select one of your accounts to 
authorize the payment 

AllFirst Visa 

Discover 

Bank of America bankcard 
Cancel 



AUTHorization 644 



Figure 55 



Service Purchase I - token 

verification and 
consumption, example 650 



Park Movie Theater 

Press the SUBMIT button on 
your UPTD to present your ticket 



102 



Token Consumption 652 



f Park Movie Theater ^ 

We have confirmed admission 
for 2 adults 
for Jaws 
at 7:00PM 

on Mon, Sept. 1, 2003 



Service Granted 654 



Figure 56 
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Hash 
Function 1254 
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DigeSt 
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Random Bit Length 



Random Bits 
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Received 
AP Viewi: 
1110 



Decrypted 
AP Viewi: 

1410 



Decrypted 
AP View2: 
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